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Abstract—Several catastrophic experiences of extreme weather
events show that boosting the power grid resilience is becoming
increasingly critical. This paper discusses a unified resilience eval-
uation and operational enhancement approach, which includes
a procedure for assessing the impact of severe weather on power
systems and a novel risk-based defensive islanding algorithm.
This adaptive islanding algorithm aims to mitigate the cascading
effects that may occur during weather emergencies. This goes
beyond the infrastructure-based measures that are traditionally
used as a defense to severe weather. The resilience assessment
procedure relies on the concept of fragility curves, which express
the weather-dependent failure probabilities of the components.
A severity risk index is used to determine the application of
defensive islanding, which considers the current network topol-
ogy and the branches that are at higher risk of tripping due to
the weather event. This preventive measure boosts the system
resilience by splitting the network into stable and self-adequate
islands in order to isolate the components with higher failure
probability, whose tripping would trigger cascading events. The
proposed approach is illustrated using a simplified version of the
Great Britain transmission network, with focus on assessing and
improving its resilience to severe windstorms.

Index Terms—Resilience, resiliency, smart grid, defensive
islanding, extreme weather, system splitting.

I. INTRODUCTION

EXTREME weather events can have significant effects on
the electrical power critical infrastructures all around the

world [1]. For example, when hurricane Sandy hit the United
States in 2012, a total of over 8 million customers were left
without electricity, with the overall losses in New York and
New Jersey exceeding $70 billion. Considering that the fre-
quency and severity of such events is expected to increase
in the future as a direct impact of climate change [2], it is
becoming more and more critical to develop techniques for
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evaluating and boosting the resilience of power systems to
natural disasters and extreme weather events, in particular.

In the light of natural hazards, it is clear that operating and
protecting the power grid from a traditional reliability perspec-
tive might not be enough for keeping the lights on. In fact, in
addition to being reliable to the most “common” electrical con-
tingencies, power grids need also to be resilient. In the context
of power systems, resilience can be defined as the grid’s abil-
ity to withstand extraordinary and high-impact low-probability
events that may have never been experienced before, such as
extreme weather events, rapidly recover from such disruptive
events, and adapt its operation and structure to prevent or
mitigate the impact of similar events in the future [3], [4].
A comprehensive framework of power systems resilience is
presented and discussed in [5] and [6].

The impact assessment of extreme weather events has
attracted the interest of several researchers, such as [7]–[10].
A discussion of the key modeling challenges and limitations
of such studies, along with different resilience enhancement
measures can be found in [11]. In the existing literature,
these measures mainly focus on infrastructure hardening and
reinforcement actions, such as building redundant transmis-
sion paths or upgrading the power system components with
stronger materials. Nevertheless, recent weather-related elec-
trical disturbances evidence that these infrastructure measures
may not be always sufficient for keeping the lights on. Hence,
they need to be accompanied by the appropriate operational
resilience enhancement measures. However, the contribution
of operational measures supported by smart grid technologies
to power grid resilience during extreme weather events has not
been adequately investigated in existing works.

According to the U.S. Department of Energy, a ‘smart grid’
integrates IT technologies to improve reliability, security and
efficiency of the power system [12]. IntelliGridSM, an initiative
of the Electric Power Research Institute of USA, is creating
the technical foundation for a smart grid and has a vision of
a power system able to cope with emergency conditions with
self-healing actions by operating in a coordinated, efficient
and reliable manner [13]. In this paper, we propose a unified
resilience assessment and operational enhancement approach
that is well aligned with the above smart grid goals. This
approach is composed of a procedure for modelling the impact
of weather events on power grids resilience and a defen-
sive islanding algorithm for mitigating the impact of these
catastrophic events. This preventive operational action, which
is adaptive to the prevailing system and weather conditions
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by utilizing advanced monitoring capabilities and using real-
time data, lies within the smart grid approach for boosting
power grid resilience during severe weather, as opposed to the
infrastructure resilience measures usually deployed. It there-
fore provides an insight on the benefits gained by applying
smart solutions, which are considered to be less expensive
than the infrastructure measures. The application and con-
tribution of islanding schemes has been discussed in several
papers [6], [14]–[17].

The resilience assessment procedure presented in this paper
is based on Sequential Monte Carlo simulation and is capa-
ble of capturing the stochastic and spatiotemporal impact of
weather fronts, as they move across transmission networks. It
uses the concept of fragility curves, which express the failure
probability as a function of weather parameters, e.g., wind
speed or snow density. In this work, the application of the
defensive islanding solution is determined by a risk-based
approach. More specifically, the weather-dependent failure
probabilities of the components obtained by the fragility
curves are used to identify the most vulnerable components
that are at higher risk of tripping due to the weather event.
These vulnerable components are used for generating a large
number of scenarios (i.e., 2N , where N is the number of vul-
nerable components) that may occur during the weather event.
Then, a Severity Risk Index (SRI) is estimated, which considers
the probability and impact of these scenarios. A threshold of
SRI based on the evolving power system conditions is effec-
tively defined by the proposed method, for which the resilience
of the power grid to the extreme weather event benefits from
the application of defensive islanding.

The defensive islanding splits the system into stable and
self-adequate islands in order to isolate vulnerable compo-
nents, whose failure would trigger cascading events. Cascading
events is the main reason of large blackouts [18] and dur-
ing extreme weather conditions cascading faults may happen
more than five times per day [19]. Defensive islanding can
be defined as a graph-cut problem [20]. Here, constrained
spectral clustering is used to provide an islanding solution
that isolates vulnerable components. More details on spectral
clustering can be found for instance in [21]–[24].

This paper is structured as follows. Section II discusses
the concept of power systems resilience. The proposed
approach for assessing and boosting power grid resilience
using the proposed defensive islanding algorithm is presented
in Section III. In Section IV, this approach is illustrated using
a reduced version of the Great Britain transmission network,
with focus on the impact of severe wind events. Section V
summarizes and concludes the paper.

II. POWER SYSTEMS RESILIENCE

CONCEPTUAL FRAMEWORK

Fig. 1 shows a conceptual resilience curve that demon-
strates the system states during an event, the resilience levels
as a function of time with respect to the disturbance event,
and the importance of the different resilience features that
a system must possess for coping effectively with the evolving
conditions associated to an event [5].

Fig. 1. Conceptual resilience curve associated to an event [5].

Before the event occurs at te(t ∈ [to, te]) the system must
be robust enough to withstand the initial shock. Following the
event, the system enters the post-event degraded state at tpe,
with the resilience level decreasing from Ro to Rpe (where R
is a suitable resilience metric, such as number of customers
connected to the system). Resourcefulness, redundancy and
self-organization are key resilience features during the event
progression (t ∈ [te, tpe]), as they provide the control assets to
deal with the evolving conditions and mitigate the resilience
degradation level, i.e., Rpe − Ro, before the system restora-
tion is initiated at tr. The post-restoration resilience level,
i.e., Rpr, can be equal to or lower than Ro, depending on
the effectiveness of the operational actions and on the opera-
tional resilience demonstrated by the system during and after
the event. Nevertheless, the infrastructure might take longer
to be fully restored to its pre-event state, which shows its
infrastructure resilience (t ∈ [tir, tpir]).

Several infrastructure-based measures could be put forward
to boost the resilience of power systems in the context of the
framework illustrated in Fig. 1 (see for instance the exam-
ples in [5] and [11]), including asset reinforcement/hardening
solutions and network redundancy. Further, operational solu-
tions based on deployment of Smart Grid technologies can be
deployed, which could prove more cost effective for boost-
ing power grid resilience to catastrophic events. In this light,
viable options might rely on a mix of preventive and corrective
operational measures based on wide area monitoring and con-
trol capabilities, which could mitigate the system cascading
propagation severity and speed. Defensive islanding (which is
the focus of this paper), i.e., controlled splitting of the network
into stable islands, can be carried out with limited customer
interruptions compared to uncontrolled cascaded events and
system splitting, as will be shown later.

III. APPROACH FOR BOOSTING RESILIENCE USING

DEFENSIVE ISLANDING

The need for splitting the network in a controllable way
is determined following a risk-based approach. This is used
to assess the value of the SRI (see below) of the possible
scenarios that may occur during the weather event. It also
supports the system operators’ decision-making as to when to
apply the islanding solution for creating stable and sustainable
islands and preventing the uncontrollable outage propagation.
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Fig. 2. Flowchart of proposed resilience assessment and operational
enhancement procedure using defensive islanding.

Fig. 3. Generic weather resilience curve related to an individual component.

The proposed approach is composed of the following four
main models: (a) assessing the impact of weather events on
the power system, (b) risk assessment for determining the
SRI during the weather event, (c) defensive islanding algo-
rithm for finding the optimal islanding solution, and (d) system
resilience assessment with and without the islanding algo-
rithm. Fig. 2 shows the flowchart of the proposed resilience
assessment and enhancement procedure.

A. Modelling the Impact of the Weather Event

The generic fragility curve shown in Fig. 3 relates the fail-
ure probability of the components to the weather intensity.
Fragility curves have been used in studies where the aim is to
assess the impact of a weather event or a natural hazard on the
resilience of transmission or distribution networks [25], [26].
At every simulation step, the weather profile (e.g., wind speed
or rain intensity) is mapped to these fragility curves for obtain-
ing the weather-dependent failure probabilities of the power
system components. This helps determine the system compo-
nents that are at higher risk of tripping at the next simulation
step (i.e., next hour) due to the weather event, which will be
used in risk assessment. Here, it is considered that the weather

intensity across the power grid can be accurately predicted for
the next simulation step. This is acceptable, as in practice the
forecasting error for the next hour weather intensity is usually
quite low.

By following this approach, the stochastic and spatiotem-
poral impact of the weather event on the operational state of
the individual components is determined.

B. Risk Assessment

The purpose of risk assessment is to enable informed deci-
sions regarding actions to mitigate risk. In this paper, the risk
is introduced by the extreme weather event and the action
which will be applied is defensive islanding, in addition to
the more traditional actions of generation redispatch to stay
within secure network operation following a fault and load
shedding as the last resort.

At every simulation step, the failure probabilities esti-
mated in Section III-A are used to determine the vulnerable
branches. All the branches having failure probabilities higher
than a specified failure probability threshold are considered
as vulnerable branches and are used to generate all the pos-
sible failure scenarios. More specifically, if the sequence of
the contingencies is neglected and the number of vulnerable
components is N, then the number of possible failure scenar-
ios is 2N . From the generated failure scenarios, only those
that have higher probability than a pre-specified threshold
are selected (i.e., K scenarios). The aforementioned thresh-
olds depend on the system operator and indicate the security
criteria to be fulfilled. When determining these thresholds,
a trade-off between computational complexity and safety level
has to be realized, as the computational complexity increases
with the security level due to the higher number of scenar-
ios included in the risk assessment procedure. For example,
the lower the failure probability threshold used, the higher
the number of vulnerable branches and thus, the number of
scenarios to be considered.

Using the impact and probability of the selected failure
scenarios, a Severity Risk Index (SRI) is defined:

SRI =
K∑

k=1

Pk × Imk (1)

where, Pk is the probability of scenario k, Imk is the impact
of scenario k and K the set of selected failure scenarios.

The defensive islanding is applied to prevent or decrease the
spread of cascading outages. The SRI will be used to help the
system operator decide when the defensive islanding should be
applied. Here, only the cascading caused by thermal overloads
is considered, where a branch will be tripped if its MVA flow
violates its short-term emergency rating.

The risk assessment procedure is based on [27]. For a spe-
cific weather event:

1) Identify the vulnerable branches.
2) Generate K failure scenarios using the vulnerable

branches identified in 1).
3) For each scenario, trip the vulnerable branches and solve

the power flow.
4) Identify all branches violating their emergency rating.
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5) Remove them and resolve the power flow.
6) Repeat Steps 4) - 5) until one of the following stopping

criteria are met:
(a) No branches are identified in step 4);
(b) The power flow diverges in steps 3) or 5);
(c) The procedure exceeds a pre-specified number of

iterations of steps 4) and 5).
7) Repeat steps 3) – 6) for each failure scenario.
8) Compute SRI according to (1).
The impact of each scenario is considered equal to the

amount of load shedding (in MWh) that is carried out for
stabilizing the system and depends on the stopping criteria.
If the procedure terminates as a result of criterion (b) or (c),
it is assumed that the system collapses and the impact of the
specific scenario is equal to the total demand. If the procedure
stops because of criterion (a), the amount of load that has
been shed is recorded. Independent islands may be formed
during the risk assessment procedure due to branches failed
due to wind or branch overloading. In case a bus is isolated
and demand is higher than generation, the appropriate amount
of load is shed in order the generation to meet the demand. If
the estimated SRI (measured in MWh, like the load shedding
impact) is larger than the pre-specified threshold SRIthres, then
the system operator will be notified for activating defensive
islanding, as discussed in the next section. The selection of
SRIthres is proposed and investigated in Section IV-C.

It should be noted that no operator’s actions take place dur-
ing the risk assessment procedure, and the SRI depends on
the topology of the system, the loading conditions, the failure
probabilities of the branches and the determined thresholds by
the system operator.

C. Defensive Islanding Algorithm

The defensive islanding algorithm is based on constrained
spectral clustering which uses power flow data to split the
system into islands and isolate the vulnerable components. In
the next subsections, the defensive islanding algorithm and
constrained spectral clustering are presented.

1) Defensive Islanding Approach: Defensive islanding
addresses the problem of finding which branches should be
disconnected, in order to isolate the vulnerable components
and avoid cascading outages. The scheme comprises dynamic
preventive control, which is adaptive to the weather conditions
and to the various phases of the post-event degraded state (see
Fig. 1) at each time step of the simulation, while taking into
account the current topology and loading conditions of the
system. It is a preventive measure and therefore it is applied
to minimize the probability of cascading phenomena.

The topology of network and loading conditions are deter-
mined using data reported by PMUs [28]. It is assumed that
PMUs, distributed throughout the network, check the connec-
tivity of the network branches and measure the branches’ flow
values, which are transferred to a central controller through
advanced communication technologies. The full observability
of the system can be achieved placing PMUs in about one
third of the buses, and in the case this number of PMUs is not
available, a combination of PMU and SCADA measurements

are used for state estimation [29]. The PMUs’ measurements
are also used for the reconnection of the islands. Frequency,
voltage and phase angle conditions must be satisfied for
the reconnection and thus monitoring is critical. The PMUs’
real-time measurements are used to adjust the frequency, volt-
age and phase angle of islands to meet the requirements of
synchronization [30].

The isolation of vulnerable branches leads to the isolation
of vulnerable buses to which the vulnerable branches are con-
nected. The formed islands and their number depend on the
geographical location of the vulnerable buses, as well as the
current topology of the system at each simulation step. These
islands operate as independent systems and load shedding is
carried out, if necessary, in order to form islands that satisfy
steady state constraints. The proposed method aims to isolate
the vulnerable buses in one island, since the bigger is the island
the stronger it is against the branches’ failure. Furthermore, the
isolation of vulnerable buses in more than one island may lead
to load shedding increase due to congestions.

An islanding solution with minimal power flow disruption
is assumed to minimize load shedding. According to [21],
minimal power flow disruption creates islands with the min-
imum change from the pre-disturbance power-flow pattern.
This property of the objective function has also minimum
impact on the transient stability of the islands, reduces the
possibility of overloading the transmission lines within the
island, and facilitates the islands eventual reintegration with
the rest of the system.

To create stable islands, the islanding solution must satisfy
steady state and dynamic constraints, such as load generation
balance, thermal limits, and transient and voltage stability. It
is beyond the scope of this paper however to find a solution
that satisfies all constraints. The proposed islanding method
is focused in creating islands that satisfy steady state con-
straints. By satisfying these constraints and considering the
benefits of minimal power flow disruption, it is assumed that
the islands are also stable, thus transient and voltage stability
of the islands after a contingency are not examined.

Based on the above, defensive islanding can be defined
as a graph-cut problem and constrained spectral clustering
is used to provide a solution. The theoretical background of
constrained spectral clustering is given in the next section.

2) Constrained Spectral Clustering Background: The
power system can be described by an undirected graph
G(V, E, W) with vertex set V (buses) and edge set E
(branches). The matrix W is the weighted adjacency matrix
and must satisfy the following properties: wij = wji, wii = 0
and wij = 0, if vertex i is not adjacent to vertex j in G. The
apparent power flow of the branches is used to define matrix
W and the weight wij is defined as:

wij =
∣∣Sij

∣∣ + ∣∣Sji
∣∣

2
(2)

where, Sij is the apparent power flow from bus i to j [19], [22].
The constrained spectral clustering is based on the Laplacian

matrix. There are two main types of Laplacian matrices,
namely, normalized and unnormalized [31]. The normalized
one performs better for clustering techniques [22], [32] and is
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defined as:

Ln = I − D−1/2WD−1/2 (3)

where, I is the identity matrix and D is the diagonal degree
matrix with the degrees of vertices on the diagonal. The degree
di of a vertex vi ∈ V sums the weights of all edges adjacent
to vi and is defined as [24]:

di =
NV∑

j=1

wij (4)

where, NV is the number of vertices. Constrained spectral clus-
tering is applied to set as constraint all the vulnerable buses
to be included in the same island. Assuming the first s buses
are those that have to be isolated and n is the total number
of the buses (also matrices D and W need to be sorted in the
same way), the constraints can be introduced using a constraint
matrix C [21], [33]:

C =
[

1s×1 0s×(n−s)

0(n−s)×1 I(n−s)×(n−s)

]
(5)

where I is the identity matrix, 0 is the null matrix and 1 is the
matrix full of ones. Therefore, the matrix C has dimensions
n × (n − s + 1) as the must-link buses (i.e., vulnerable buses)
are represented by one equivalent bus.

The eigenvectors u1 and u2 corresponding to the two small-
est eigenvalues of the generalized eigen-problem CTLnCu =
λCTCu are then computed, where λ is the eigenvalue associ-
ated with eigenvector u.

Next, the computed eigenvectors are normalized to have
length 1 in R

2, so that:

u
′
i = ui

‖ui‖ , i = 1, 2 (6)

The vectors Cu
′
1 and Cu

′
2 are used as coordinates of the

vertices in R
2. The vertices are clustered using hierarchical

clustering [32].
Eventually, the constrained spectral clustering provides

a solution that minimizes power flow disruption and divides
the power system into two subsets V1 and V2. Assuming that
vulnerable buses belong to V1, the quality of the islanding
solution is defined as the ratio of the number of vulnera-
ble buses to the total number of buses in V1. If the ratio is
smaller than a desired value, the constrained spectral cluster-
ing is reapplied in V1. The same procedure is repeated until the
quality of the islanding solution is considered satisfactory and
the branches that should be disconnected to form the islands
are those obtained from the last application of constrained
spectral clustering. The quality of an islanding solution takes
values in the range [0, 1]. Large values limit the possible for-
mations of islands, while low values means that the formed
island with vulnerable buses could include a higher number of
non-vulnerable buses than the vulnerable ones. After exhaus-
tive tests performed offline, the minimum desired ratio has
been selected equal to 67% (2/3 = 0.67) in this study. The
network may be divided into islands due to branches’ failures
caused by extreme weather. In this case, each island is treated
as an independent system and the network may be divided in
more than two islands.

D. System Resilience Assessment

After applying the appropriate islanding solution, the next
step is to determine which components will actually trip due
to the weather event. To do this, the weather-dependent fail-
ure probabilities obtained by the fragility curves are compared
with a uniformly distributed random number r ∼ U(0, 1). If
the failure probability of the component is larger than r, then
it is tripped. This is a particularly useful approach in weather-
and natural hazard-related studies (e.g., [34], [35]) for deter-
mining the status of the components at each simulation step.
Once a component outage occurs, the time to repair (TTR)
is randomly generated following an exponential distribution.
In order to capture the increasing TTR for higher component
damage as a result of weather events with higher intensity,
the TTR under normal weather is multiplied with a uniformly
distributed random number within a pre-determined range (as
will be discussed in later sections).

The system performance is then evaluated at every simu-
lation step. This helps determine if load has to be shed for
balancing the network. This procedure is repeated until the
end of the simulation (ts) is reached. The system resilience
is then assessed, which can be expressed by the number of
customers disconnected during the weather event.

The simulation procedure of Fig. 2 is conducted with and
without considering defensive islanding. This determines the
contribution of this preventive control action to the resilience
of the power system during weather emergencies.

IV. CASE STUDY APPLICATION

This section presents the results of the proposed approach
applied to a simplified 29-bus version of the Great
Britain (GB) transmission network. A simulation period of one
winter week is used, where the peak demand and high wind
speeds are usually observed in GB. Further, an hourly res-
olution is used, which is considered adequate for modelling
weather events. An adequate number of scenarios has been
considered in the simulations (as shown in Section IV-C) to
ensure the accuracy of the methodology.

A. Test Network and Weather Regions

The simplified GB transmission network used in this study
is shown in Fig. 4.a [36]. This model consists of 29 buses;
98 overhead transmission lines in double circuit configuration
and one single circuit transmission line (i.e., between nodes 2
and 3); and 65 generators of different technologies (e.g., wind,
nuclear and CCGT) located at 24 nodes, of total installed
capacity of around 80GW. The hourly node demand has
been obtained by the 2011 Seven Years Statement, National
Grid [37] with a peak network demand of about 56GW. This is
considered independent from the evolving weather conditions.

In order to account for the spatial impact of the wind-
storm across the transmission network, the test network has
been arbitrarily divided in 6 weather regions, as shown in
Fig. 4.b. MERRA re-analysis [38] has been used for obtain-
ing the wind profiles at the different locations in GB. Weather
conditions are assumed to be homogenous within each weather
region. The components within each region are thus exposed
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Fig. 4. The simplified 29-bus GB transmission network.

to the same wind conditions, which means that the fragility
of the components is the same within each region. As the
wind data obtained by MERRA re-analysis represent hourly
average wind speeds, the data used in the simulations have
been scaled-up in order to model severe windstorms that can
be a threat to the network resilience. In particular, wind-
storms with maximum wind speeds up to 46m/s have been
simulated, which represent wind speeds experienced during
hurricanes based on the Beaufort wind scale provided by Met
Office, U.K. [39] and are similar to the ones occurred in the
worst historical windstorms in U.K. [40]. Further, according
to hourly maximum gust speeds recorded in severe historical
windstorms in GB [40], [41], it is observed that the regions
in North GB are the ones hit harder and more frequently
by windstorms. Therefore, this analysis focuses on simulating
windstorms occurring in weather regions 1 and 2 of Fig. 4.b.

B. Simulation Data

The application of the proposed framework focuses on
the impact of severe windstorms on the transmission lines
and towers. Fig. 5 shows the wind fragility curves used.
The tower wind fragility curve is an example of the curves
generated from the ‘Resilient Electricity Networks for Great
Britain (RESNET)’ project [10] and refers to the most typ-
ical steel transmission tower in GB transmission network.
It is assumed that there is one tower every 300m and that
they are connected in series, so collapse of a single tower
trips the transmission corridor. The transmission line fragility
curve is assumed here for demonstration purposes. The pick-up
wind speed of this curve (i.e., approximately 30m/s) is in line
with a statistical study performed in [42], which relates the
transmission lines’ failure probability in GB to wind speeds.
A transmission corridor can thus trip due to a tower collapse,
or a line (conductor) failure, e.g., shackle failure. It has to
be noted that these fragility curves refer to the independent
collapse of a single transmission tower and to the failure of
a transmission line as one (i.e., not to the line spans between
the transmission towers), respectively.

Fig. 5. Wind fragility curves.

The probability of branch br to trip due to wind is
defined as:

Pbr(w) = Pbr,B(w) + Pbr,T(w) − Pbr,B(w)Pbr,T(w) (7)

where, Pbr(w) is the probability of branch br to fail as a func-
tion of wind speed (w), and Pbr,B(w) and Pbr,T(w) are the
probabilities of branch br to fail due to branch and tower trip,
respectively. Probability Pbr,B(w) is obtained by the fragility
curve of Fig. 5.a. Considering that the transmission towers fail
independently of one another and that the individual failure
probabilities are the same, Pbr,T(w) is given as follows:

Pbr,T(w) = 1 − (
1 − PT_ind(w)

)NT (8)

where, PT_ind(w) is the individual tower failure probability as
obtained by the fragility curve of Fig. 5.b and NT is the number
of towers across branch br (assumed one tower every 300m).
Pbr(w) is used to determine the vulnerable branches, i.e., the
ones that are at high risk of tripping in the next simulation
step due to the windstorm. If Pbr(w) is higher than the speci-
fied threshold, the branch br is considered as vulnerable and
included in the generation of the possible failure scenarios.

The lines and towers TTR under normal weather (i.e.,
TTRnormal) are assumed 10hrs and 50hrs respectively. As
aforementioned, a way of modelling the increasing impact of
windstorms with higher intensity on TTRnormal is to multiply
TTRnormal with a uniformly distributed random number h in
a pre-determined range (i.e., h ∼ U[x1, x 2]). In this appli-
cation, the range [x1, x2] is [2, 4] for wind speeds up to
40m/s and [5,7] for higher wind speeds. Therefore, for exam-
ple, a restoration of a transmission tower can last from a couple
of days to more than a week depending on the damage by the
windstorm. If information on the restoration performance of
the electrical utility during weather emergencies is available,
then more accurate restoration models can be built.

C. Simulation Results

As mentioned in Section IV-A, during the simulations the
weather regions 1 and 2 of Fig. 4.b are subject to windstorms
while in the rest of the system it is assumed that there are
no high wind speeds and the normal failure probability of
branches is 1%. Each branch with a failure probability Pbr(w)
higher than 1% is considered vulnerable and is used to gen-
erate the examined failure scenarios. It is also worth noting
that the failure probabilities of the branches labelled as vul-
nerable are significantly higher than the failure probabilities of
the branches classified as non-vulnerable. Therefore, the sam-
pling of the fragility curves using the evolving wind conditions
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Fig. 6. SRI and corresponding difference of load shedding without and with
defensive islanding for maximum wind speed of 36m/s.

Fig. 7. SRI and corresponding difference of load shedding without and with
defensive islanding for maximum wind speed of 38m/s.

within the time-series for determining their failure probabili-
ties at each simulation step allows the systematic quantification
of the spatio-temporal impact of the windstorm on the indi-
vidual components, and in turn on the risk and resilience
of the whole system. The failure scenarios considered in the
risk assessment procedure have a probability to occur higher
than 1%. These thresholds are selected equal to the normal
failure probability of branches in order to examine a large
number of scenarios and to draw conclusions for a wide range
of wind speeds.

Figs. 6-11 show the SRI (red dashed line) and the cor-
responding difference of load shedding that is carried out
without and with defensive islanding for a range of maximum
wind speeds that may occur in the affected areas. Every
simulation step where SRI>0 (i.e., probability and
impact higher than zero) is treated as a scenario under
investigation.

Those scenarios are presented in ascending order accord-
ing to their SRI values. When the difference of load shedding
is positive, the load that needs to be shed when applying
defensive islanding is reduced. Consequently, it is beneficial
to apply defensive islanding as a preventive control method.
Conversely, when the difference of load shedding is negative,
load shedding increases when defensive islanding is applied.
It can be observed that with higher wind speeds the number of
the scenarios under investigation increases. Additionally, the

Fig. 8. SRI and corresponding difference of load shedding without and with
defensive islanding for maximum wind speed of 40m/s.

Fig. 9. SRI and corresponding difference of load shedding without and with
defensive islanding for maximum wind speed of 42m/s.

Fig. 10. SRI and corresponding difference of load shedding without and
with defensive islanding for maximum wind speed of 44m/s.

percentage of scenarios with a positive load shedding dif-
ference increases with the increase in SRI: this shows that
for higher SRI values the network resilience benefits from
defensive islanding.

By comparing Figs. 6-11, it can be observed that for
wind speeds up to 36m/s (Fig. 6), the system can effectively
withstand the stress imposed by the windstorm. Therefore,
defensive islanding has limited value. For maximum wind
speeds of 38m/s (Fig. 7), defensive islanding could potentially
be beneficial, but proper conclusions cannot be drawn due to
the low number of scenarios. For wind speeds higher than
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Fig. 11. SRI and corresponding difference of load shedding without and
with defensive islanding for maximum wind speed of 46m/s.

38m/s, the resilience of the test system is significantly com-
promised, as shown by the large number of scenarios where
load shedding takes place.

The proper selection of SRIthres for online applications
requires extensive offline studies. Based on simulation results,
it is possible to define the SRIthres, for which defensive
islanding is applied, as the value that maximizes the func-
tion F:

F =
∑

S∗
(LS − LSDI) (9)

where S∗ is the set of all the scenarios with SRI values higher
than the selected SRIthres. The LS and LSDI are the MWh
amount of load shedding which is carried out without and
with defensive islanding, respectively.

The SRI value, marked with the black dotted line in
Figs. 8-11 represents the SRIthres. It is noted that when defen-
sive islanding is applied, the load that is shed in order to form
stable and self-adequate islands is included in the overall load
shedding LSDI .

Table I shows the SRIthres and the maximum SRI values for
each windstorm intensity investigated in this study. It can be
observed that the maximum SRI is getting larger values with
the increase in wind speed. Furthermore, SRIthres takes similar
values in all the range of maximum wind speeds, given that
SRI takes values in the range [0, 4.5·104] MWh. For a real life
application, a single characteristic threshold within the range
of those SRIthres could be defined. Table II presents the value
of function F considering all the combinations of maximum
wind speeds and SRIthres. The mean value of the SRIthres val-
ues of the different wind speeds is also used. The results in
Table II demonstrate that the selection of any of these val-
ues as the characteristic threshold of the test system leads
to similar results. In addition it is observed that as the wind
speed increases, defensive islanding leads to higher values of
function F.

In Figs. 8-11, it can be seen that for SRI>SRIthres, defen-
sive islanding benefits the network resilience (i.e., load
shedding>0) in the majority of the scenarios. Moreover, defen-
sive islanding seems beneficial in a number of scenarios for
SRI lower than SRIthres. This observation is summarized in

TABLE I
DEFINED SRIthres AND SRImax FOR A RANGE OF

MAXIMUM WIND SPEEDS

TABLE II
FUNCTION F FOR ALL THE COMBINATIONS OF

WIND SPEEDS AND SRIthres

TABLE III
STATISTICAL ANALYSIS OF THE SIMULATION RESULTS

Table III, which shows the statistical analysis of the simula-
tion results (in percentage of the total scenarios considered in
the analysis). The shaded and unshaded rows of Table III refer
to SRI values lower and higher than the SRIthres, respectively.
The second and third columns is the percentage of the number
of scenarios where LS is lower and higher than LSDI , respec-
tively. The fourth column is the percentage of scenarios where
load shedding is not needed with or without defensive island-
ing. The fifth column is the percentage of scenarios, where the
load shedding with and without defensive islanding is equal
and higher than zero. In these scenarios the load shedding that
is carried out in both cases is due to bus isolation after the
uncontrolled outage of branches.

As can be seen from Table III, for SRI>SRIthres (i.e.,
unshaded rows) the percentage of the scenarios where the
defensive islanding is beneficial, i.e., LS>LSDI , increases with
the wind speed from 46.34% for 40m/s to 64.27% for 46m/s.
Further, it is more than double (i.e., approximately 4.5 times
larger for maximum wind speed of 46m/s) than the percentage
of cases where the defensive islanding results in higher load
shedding (i.e., LS<LSDI) for all the wind speeds. In contrast,
for SRI<SRIthres this difference is much smaller. Therefore,
this analysis shows that defensive islanding is beneficial when
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the risk of losing customers is high, which might be the case
during severe windstorms.

V. CONCLUSIONS

This paper has presented an approach for boosting
the resilience of power grids to extreme weather events
using a smart operational resilience measure, i.e., defensive
islanding. This provides insights on the contribution of smart
measures to power grid resilience, in contrast to different
hardening infrastructure measures usually deployed.

The proposed approach has been illustrated through the
impact assessment of windstorms on a simplified version of the
Great Britain transmission network. The wind-dependent fail-
ure probabilities were obtained using fragility curves, which
are then used for generating a large number of possible failure
scenarios that could occur during the windstorm. Following
a risk-based approach and the conduction of several offline
studies, a threshold of a severity risk index (SRI) has been
defined, for which power grid resilience benefits from the
application of dynamic defensive islanding. The analysis has
been conducted for a wide range of windstorm intensities to
determine when the application of defensive islanding benefits
power grid resilience. It has effectively been demonstrated that
the application of the defensive islanding becomes increasingly
beneficial for high SRI values (i.e., SRI>SRIthres), whereby
the threat of uncontrollable cascading failures and customer
disconnection is relatively high.

The SRIthres defined in this paper can support the decision-
making of the system operator on when to apply the defensive
islanding during online applications. This is critically impor-
tant as it provides the operators with an additional operational
measure for dealing with the prevailing weather conditions
and contributes significantly to the management of natural
disasters. The proposed methodology can also be applied to
any weather event (e.g., floods), provided that the relevant
information is available, e.g., fragility curves. Further, the
methodology is of general validity, and a higher time reso-
lution (i.e., <1hr) could possibly be used for the cascading
modelling during the weather event. This would increase the
accuracy of the proposed model, but requires that the relevant
weather data are available at the desired resolution in order
to ensure consistency between the modelling of the electri-
cal cascading and of the impact of the weather front moving
across the network.
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